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Motivation

In the realm of advanced cryptographic protocols like Zero-
knowledge (ZK) proofs, widely used in blockchain technolo-
gies, there is a demand for cryptographic hash functions
that are efficient over large finite fields. Responding to this
demand, the cryptographic community has introduced so-
called arithmetization-oriented (AO) hash functions.

Due to the algebraic nature of AO hash functions, they are
susceptible to algebraic attacks like the Gröbner basis at-
tack. For this type of attack, the underlying primitive of
the hash function is modeled as a system of polynomial
equations over a finite field. The goal is then to transform
this system into a simpler form from which solutions can
be extracted more easily.

There exist several software packages (e.g. MAGMA) and
libraries (e.g. FGb [2]) for computing Gröbner bases. Your
goal is to research different software tools used for perform-
ing Gröbner basis attacks and to run and compare Gröbner
basis attacks on equation systems stemming from different
AO primitives.

Goals and Tasks

[ Understand the individual steps of the Gröbner basis
attack.

[ Research and familiarize yourself with software tools
used for performing Gröbner basis attacks.

{ Run and compare Gröbner basis attacks on equation
systems stemming from different AO primitives.
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Interest in the topic area
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