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Motivation

The number of vulnerabilities found in the Linux kernel,
as well as the number of defenses, has increased signifi-
cantly. This results in a situation where many potentially
exploitable vulnerabilities exist in the kernel, while their ex-
ploitation is difficult. Many of the defenses that have been
introduced rely on isolating potentially exploitable objects
from security-critical objects on a locality basis. Related
work [1, 2] has presented a software-induced timing side
channel on the memory allocator of the Linux kernel to im-
prove vulnerability exploitation. In particular, Maar et al. [1]
showed how their timing side channel bypasses several
isolation-based defenses.

This project will further investigate the possibility of using a
software-induced timing side-channel attack to bypass ad-
ditional isolation-based defenses in the Linux kernel. Iden-
tifying new timing side channels is important for both at-
tackers and defenders.

Goals and Tasks

= Get familiar with the Linux kernel and timing side
channels

¥ Develop a timing side channel leaking information of
the kernel

@ Demonstrate and evaluate the side channels
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Courses & Deliverables

Introduction to Scientific Working
Short report on background
Short presentation

Bachelor Project
Project code and documentation

Bachelor’s Thesis
Project code
Thesis
Final presentation

Recommended if you’re studying

Mcs ICE [SEM

Prerequisites

> Programming: C/C++

> Interest in the Linux kernel and side
channels

> Interest in system security

Advisor Contact

lukas.maar@iaik.tugraz.at
SYSTEM SECURITY


mailto:lukas.maar@iaik.tugraz.at?subject=[Bachelor Project / Bachelor's Thesis] Software-Induced Side Channels in the Linux Kernel

	References

